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PURPOSE: 
The capacity to record, store and transmit information in electronic format brings new responsibilities to those working in the Fire Service and EMS.  Therefore, to ensure public confidence and trust in our Department and to promote sound ethical computer and technology practices, the Goffstown Fire Department hereby and herein expressly prohibits employees at all staff levels and status from posting online or otherwise pictures/photos in any format, video’s and any other form of media that identify any Goffstown Fire Station, property, apparatus, equipment without the permission of the Fire Chief.  The same prohibition applies to the posting on line in any media format, photos of station uniforms, Class A uniforms, personal protective equipment and other paraphernalia that displays the Goffstown Fire Department logo, or any reasonable facsimile thereof and/or identifies Goffstown Fire Department.

SCOPE: 
This Regulation applies to all employees of the Goffstown Fire Department on use of the Internet as it pertains to posting on blogs, instant messaging [IM] / text, social networking sites such as Facebook, MySpace, Twitter, e-mail, posting to public media sites, mailing lists and video-sites. 

DEFINITIONS:

Social Media: Web based technology tools that enable people to communicate electronically via the internet and the world-wide-web to share information and resources. Social media can include the sharing and exchange of information in the form of electronic data, text, audio, video, images, podcasts, web casts, and other multimedia electronic communications. 
Social Networking: The act of connecting to others through the use of social media.
REGULATION:    
It is recognized that significant educational and other appropriate communications benefits can be derived from this technology, but members need to be mindful of the potential problems and liabilities associated with its use in a public domain forum where the Goffstown Fire Department is identified. 
Material that identifies the Goffstown Fire Department which has been intentionally or unintentionally placed in the public domain may constitute a breach of standards of professionalism, and could damage the profession and the department’s hard-earned reputation within the community we serve.  

While the Goffstown Fire Department supports an individual’s freedom of expression, the expectation of all employees is to maintain respect for our core values, mission and goals. Therefore, any pictures, photos, and videos with the department’s name which identifies one’s association with the Goffstown Fire Department in a public domain forum as stated in this policy is strictly prohibited without the permission of the Fire Chief.  
Members shall maintain an appropriate level of professionalism and conduct so as not to post, disseminate, or broadcast in a manner which is detrimental to the mission and function of the department. Members shall not use social networking to post materials of sexually graphic nature, violate copyright laws, or engage in illegal activity.

Members shall at all times exercise diligence to avoid holding themselves out as spokespersons for the department, except when duly authorized by the Fire Chief or designee.

Members are prohibited from posting, disseminating, or broadcasting fire department matters that are confidential, including confidential records, communications, and proceedings.

Members shall not post, disseminate, or broadcast information that is known to be false, deceptive, libelous, slanderous, misleading or that causes harm to others, including speech that constitutes hate speech, or harassment; nor shall members discuss confidential matters of the department, including:

· Matters under investigation;

· Patient and employee information protected by HIPAA and/or medial confidentiality laws; or

· Personnel matters that are protected from disclosure by law.

Members are prohibited from engaging in social networking activities while on duty; while on department property; while in fire department facilities; while on or in fire department apparatus or vehicles; or while in uniform or otherwise identifiable as a member of the department, without the permission of the Fire Chief.
This Regulation is based on the following principles:

 SYMBOL 111 \f "Courier New" \s 9 \h 
The importance of trust and regulation compliance between employer and employee; 

 SYMBOL 111 \f "Courier New" \s 9 \h 
Respect for colleagues and co-workers in an inter-professional environment;
 SYMBOL 111 \f "Courier New" \s 9 \h 
Individual responsibility for the content of blogs in a public domain forum; 

 SYMBOL 111 \f "Courier New" \s 9 \h 
The permanent nature of and ready accessibility of published material on the Web and its potential negative impact on the professional image of the Goffstown Fire Department.
All employees have a collective professional duty to assure appropriate behavior, particularly in matters involving Goffstown Fire Department’s image to the public. A person who has reason to believe that another person has violated these restrictions should approach his/her immediate supervisor for advice. If the issue is inadequately addressed, the supervisor must report the incident to the Fire Chief, or his designee for further action.
This regulation is not intended to impede members from posting necessary documents and images to Department authorized reporting media/software and for approved media releases.
This AR supersedes: All previous General Orders pertaining to the content addressed.
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